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Abstract

In an age of financial system digitization and the increasing adoption of digi-
tal currencies, Central Bank Digital Currencies (CBDC) have emerged as a focal
point for technological innovation. Privacy compliance has become a key factor in
the successful design of CBDCs, extending beyond technical requirements to influ-
ence legal requirements, user trust, and security considerations. Implementing
Privacy-Enhancing Technologies (PET) in CBDCs requires an interdisciplinary
approach, however, the lack of a common understanding of privacy and the
essential technological characteristics restricts progress. For instance, the tech-
nology perspective only addresses techniques requirements without considering
the financial system, customer requirements, or regulatory compliance. Thus, this
Systematization of Knowledge (SoK) extracted from 67 academic papers, applies
the Design Science Research Methodology (DSRM) to understand: (1) how pri-
vacy can be defined within the framework of CBDCs and what implications this
definition has for CBDCs design, and (2) which techniques, methods, and tech-
nologies can be employed to enhance privacy in the CBDCs design. Useful for all
stakeholders, from citizens to Central Banks, we propose an innovative definition
for privacy and overview the cryptographic landscape to develop guidelines for
implementing PETs within the CBDCs context.

Keywords: CBDC, Central Bank Digital Currency, Privacy, DLT, Blockchain,
Cryptography, Privacy Enhancing Technology
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1 Introduction

In an era characterized by the digitisation of financial systems and the proliferation
of digital currencies, Central Bank Digital Currencies (CBDCs) have emerged as a a
groundbreaking point for technological innovation. According to data from the Human
Rights Foundation (2023), nine Central Banks (CB) have CBDCs available to their
citizens1, and more than 100 CBs are in active phases of research. As nations con-
template the adoption of digital currencies, questions surrounding the safeguarding of
data privacy become a central part in the design of CBDCs.

An illustration of public opinion is provided by a 2023 survey conducted by the
Bank of Canada (2023), which examined perspectives and preferences regarding a dig-
ital Canadian dollar. The survey revealed that when questioned about trust in the
government’s ability to issue a secure digital dollar, 79% of participants expressed
strong disagreement. Furthermore, in ranking the features by importance, over half of
the respondents identified personal control over their data as their paramount concern,
with one-third emphasising the significance of the capability for anonymous transac-
tions. Similar consultation by the European Central Bank found privacy in payments
as the most-important feature in a potential Digital Euro (van Oordt, 2022). A statis-
tical approach comes from a Page-rank analysis of keywords associated with CBDCs
finding that privacy is the most searched term with CBDCs (Bhaskar, Hunjra, Bansal,
& Pandey, 2022). Considering the established importance of privacy to citizens, this
is a topic that has “scarcely been researched” (Tronnier, Harborth, & Hamm, 2022),
rather the focus is on payment systems (Jabbar, Geebren, Hussain, Dani, & Ul-Durar,
2023). One systematic literature review found seven themes associated with CBDCs,
however, privacy was not one of them, nor was there mention of privacy technology
(Hoang, Ngo, & Vu, 2023).

Privacy compliance has assumed a paramount role in the successful conception of
CBDCs, extending its influence beyond technical prerequisites to encompass legal man-
dates, monetary policies, user trust, and security considerations. The incorporation of
Privacy-Enhancing Technologies (PETs) into CBDCs necessitates an interdisciplinary
approach; nonetheless, the differing views on what constitutes privacy, and its funda-
mental technological attributes, has impeded progress. To illustrate, the technological
perspective has primarily addressed technical requirements in isolation, neglecting the
broader context of the financial system, customer requisites, and regulation.

This Systematization of Knowledge (SoK) aims to contribute to the discourse by
offering a thorough analysis of the privacy implications linked to the design of CBDCs.
Derived from an in-depth examination of 67 academic papers, this SoK employs the
Design Science Research Methodology (DSRM) to address two key research questions:
(1) how can privacy be defined within the framework of CBDCs, and what implications
does this definition has for CBDCs design, and (2) which techniques, methods, and
technologies can be employed to enhance privacy in the CBDCs design. We advance
an innovative definition of privacy, serving as a foundational cornerstone for a compre-
hensive perspective. Additionally, we formulate guidelines for the seamless integration
of Privacy Enhancing Technologies (PETs) into the context of CBDCs.

1Includes the CB of the Eastern Caribbean Currency Union that of Anguilla, Antigua and Barbuda,
Dominica, Grenada, Montserrat, Saint Kitts and Nevis, Saint Lucia, and Saint Vincent and the Grenadines.
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The contributions of this SoK are (1) a definition of privacy in the context of
CBDCs design that is inclusive of three main stakeholder perspecitves: legal and reg-
ulatory, technological, and transactional, and (2) an overview of the contemporary
landscape in cryptographic techniques for CBDC design and consideration. These con-
tributions are applicable to varied stakeholders outlined in Section 3.2 from policy
makers and regulators to researchers and developers.

The rest of the paper is organized as follows. The methodology is introduced with
literature review inclusion criteria. A definition of privacy is derived in Section 3
beginning with contemporary ideas of privacy from the literature and considering
stakeholders in the design of CBDCs in Section 3.2. Section 4 overviews the Privacy
Enhancing Technologies (PET) beginning with general encryption, digital signatures,
leading to more advanced cryptography. Other PETs such as mixing and secure
hardware are addressed in Section 5, then account strategies and digital identity.
Section 6 discusses options for designers and policy makers of CBDCs and conclusion
in Section 7.

2 Methodology

To ensure a comprehensive and representative SoK of the concept of privacy in the
context of CBDCs, this study adapts the Design Science Research Methodology (Pef-
fers, Tuunanen, Rothenberger, & Chatterjee, 2007). This methodology has six steps:
(1) identify problems and motivate, (2) define objectives of the solution, (3) design and
development, (4) demonstration, (5) evaluation, and (6) communication. The details
of the methodology are presented in Table 1. Following the chosen methodology vari-
ous combinations of keywords were used when searching in the Scopus, IEEE Xplore,
and Science Direct databases. Finally, 67 documents are selected to begin the SoK.

3 Privacy

Privacy in the design of CBDCs plays a pivotal role in upholding users’ autonomy over
their financial data. It is essential for upholding the principles of autonomy and individ-
ual rights in the digital financial landscape. It acts as a safeguard against unauthorized
access, surveillance, as well as the potential misuse of sensitive financial information.
Preserving privacy within CBDCs is a cornerstone for implementing digital financial
systems. Striking a balance between the benefits of CBDCs and implementing robust
privacy protection mechanisms is imperative to be aware of at the design stage.

3.1 Current Definitions of Privacy

While the importance of privacy in the design of CBDCs cannot be overstated, the
first trend is that a comprehensive understanding of privacy is still a gap within the
literature. Studies struggle with the concept of privacy in CBDCs, and a common
issue arises—there exists a lack of a clear and well-accepted definition. Nearly half
of the analysed documents, 33 of 67 papers, do not elucidate their understanding of
privacy in the context of CBDCs. Even when definitions are presented, they often fall
short of encompassing the multidimensional nature of privacy within CBDCs. There
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Table 1 Design Science Research Methodology as applied to the literature review to develop a
definition of privacy in the context of CBDCs.

DSRM Step Description

Identify
problem

Privacy is crucial in CBDCs design, yet there’s no consensus on its integration among
stakeholders. Privacy is frequently overlooked in new proposals, and references to gen-
eral “encryption” as a privacy solution lack detail. The complexity of cryptographic
privacy technologies adds to the challenge, complicating the real-world implementa-
tion of CBDCs.

Define
objectives of
the solution

The main objective of the research is to perform a SoK to have a structured analysis
of the privacy concepts and its application in the design of CDBCs. The SoK begins
with literature from the last five years and is supplemented by secondary sourcing. Two
research questions are formulated to achieve the objectives:
RQ1: How can privacy be defined within the framework of CBDCs, and what implica-
tions does this definition have for CBDC design?
RQ2: Which techniques, methods, and technologies can be employed to enhance pri-
vacy in design of CBDCs?

Design and
development

Filter 1: The following combinations of keywords are used as of August 22, 2023: (”All
Metadata”: Privacy) AND (”All Metadata”: Central Bank) AND (”All Metadata”:
Digital Currency) OR (”All Metadata”: CBDC)
Filter 2: Documents from the last five years from 2019–2023 are selected.
Filter 3: Peer review documents: article, conference paper, review, or short survey.
Filter 4: Documents written in English and available for research purposes.
Filter 5: Elimination of repeated documents—a total of 5 documents are duplicates.
Filter 6: Abstract analysis for primary filtering of documents.
Filter 7: Full-text analysis to select the documents that positively contribute to the
SoK. Here, one document is eliminated for not meeting quality standards.

Demonstration 1. A new definition of privacy is developed, and 2. Technological guidelines for enhanc-
ing privacy in the design of CBDCs are provided.

are three main perspectives that were found, technological or technical perspective,
legal perspective, and transactional perspective. Figure 1.

The second prevailing trend identified is that of privacy from a technical perspec-
tive. In this context, privacy is considered a requirement that can be fulfilled based
on technological characteristics. For instance, Distributed Ledger Technology (DLT)
is a common element in nearly every design proposal from academia - blockchain tech-
nology being one of the most popular examples of DLT (J. Han et al., 2021; X. Han,
Yuan, & Wang, 2019; Islam & In, 2023; Jabbar et al., 2023; Mazzoni, Corradi, &
Nicola, 2022; Portu, 2022; Sanka, Irfan, Huang, & Cheung, 2021; Y.R. Wang, Ma,
& Ren, 2022; Yang & Li, 2020; J. Zhang et al., 2021; X. Zhang, 2020; Zhong et al.,
2021). Although, depending on the architecture design, DLT may or may not achieve
a balance between privacy, transparency, and auditing capacity. Into this perspective,
privacy is mainly related to the cryptography capacity of DLT (Lee, Son, Park, Lee,
& Jang, 2021; Wüst, Kostiainen, Delius, & Capkun, 2022; yong Liu & Hou, 2020).
Cryptography ensures data integrity, confidentiality, and authentication, and can be
leveraged for a decentralized network. DLTs provide transparency, giving participants
in the network a real-time, tamper-proof ledger of transactions. The trade-off in the
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No definition provided (33)

49.2%

Transactional (4)

6.0%

Legal (10)

14.9%

Technological (20)

29.9%

Fig. 1 Analysis of privacy definition in the context of CBDCs identifies four main trends. The
strongest trend is an absence of a privacy definition in 33 of 67 papers, followed by a focus on three
perspectives: the technological perspective, legal perspective, and transactional perspective.

search for transparency is that privacy concerns arise (Pocher & Veneris, 2021). Users
and corporate data are visible to all participants, which may not align with data
protection regulations or personal privacy expectations (Wüst et al., 2022; yong Liu
& Hou, 2020). Thus, privacy-focused technologies, such as privacy coins and Zero-
Knowledge Proofs (ZKP) (Section 4.6), are beginning to address these concerns by
providing mechanisms for selective disclosure. These technologies empower users to
share specific information based on their need. Nevertheless, the questions of what
information is private, needs protection, from whom it should be shielded, and who
can have access are ones that developers should not attempt to answer.

The third trend in privacy definitions is focused on addressing legal requirements.
This perspective presents an additional challenge, for example, designing a CBDC for
implementation in a European Union (EU) country (Portu, 2022; Tronnier et al., 2022)
differs from proposing one for development in an Asian nation (Kshetri & Loukoianova,
2022; Ungson & Soorapanth, 2022). Moreover, there are variations in regulatory com-
pliance (Kiayias, Kohlweiss, & Sarencheh, 2022) even among countries within the same
region due to their own privacy understanding. In the EU, the General Data Protection
Regulation (GDPR) is mandatory as it ensures the protection of users’ personal data
and privacy rights. However, the approach of the Chinese government may prioritize
robust measures for detecting illegal financial activities over personal data protection
(F. Allen, Gu, & Jagtiani, 2022). Despite the differences, there is a necessity to align
CBDC designs with the legal requirements of various entities, including governments,
financial regulatory institutions, and auditing bodies. Surprisingly, defining privacy is
still a challenge even for policymakers. Although documents such as GDPR outline
specific principles and rules regarding the handling and protection of personal data, it
doesn’t provide an explicit definition of privacy. However, to bridge the gap between
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the regulatory landscape and the technical design of CBDCs, a comprehensive defini-
tion of privacy that incorporates both legal and technical privacy requirements could
serve as a foundational step toward the development of privacy focused CBDCs.

Finally, the least common trend looks at the transactional perspective (Gupta,
Pandey, Ammari, & Sahu, 2023; Morales-Resendiz et al., 2021; Opare & Kim, 2020;
T. Zhang & Huang, 2022). This perspective is based on protection of data associated
with a financial transaction such as: digital identities of senders and recipients, trans-
actional amount and ID, fees, and transactional status. This perspective asks for a
high grade of untraceability as part of the characteristics of CBDCs. Current digital
transactions offer complete traceability, ensuring the health of financial systems, those
seeking privacy or anonymity often turn to cash as their preferred option. Untraceabil-
ity, while associated with a high level of privacy, must be balanced with the need for
legal compliance and the prevention of illegal use of CBDCs. This requires a certain
degree of auditing capacity to be integrated into CBDCs systems. There is further
limiting data within the transactional perspective. If CBDCs are a key part of the
financial system, this must also include ancillary data such as credits reports, tax
records, and customer records that needs to be protected by privacy laws.

Fig. 2 Privacy related concepts in the context of CBDCs design. The concepts most frequently
associated with privacy, listed in descending order, include: performance, regulatory compliance,
anonymity, security/cybersecurity, and data management.

Privacy interlaces a multitude of essential concepts; each should contribute to a
robust and user-centric financial ecosystem. As is shown in Figure 2. First and fore-
most, privacy is an ally of security (Agur, Ari, & Dell’Ariccia, 2022; Chand et al.,
2023; Islam & In, 2023; Jin & Xia, 2022; Kshetri & Loukoianova, 2022; Lee, Son, Park,
et al., 2021; Liu, Ni, & Zulkernine, 2022; Ma et al., 2022; Quamara & Singh, 2022;
Scollan & Darling, 2023; Sethaput & Innet, 2021; van Oordt, 2022; H. Wang, 2023;
Y.R. Wang et al., 2022; Xu & Jin, 2022), but it should be distinguished from confi-
dentiality—a well-known property of information security that primarily deals with
protecting information from unauthorized access. On the other hand, privacy forms
a barricade against inappropriate use by authorized entities, ensuring the sanctity of
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user information. Second, regulatory compliance (Islam & In, 2023; Lee, Son, Park, et
al., 2021; Opare & Kim, 2020; Pocher & Veneris, 2021; Sanka et al., 2021; Tronnier,
2021; Ungson & Soorapanth, 2022; H. Wang, 2023; Wilkins, 2022; T. Zhang & Huang,
2022; Zhong et al., 2021), a keystone in the world of finance, relies on the privacy
of financial data. Privacy safeguards not only protect the individual but also foster
trust in the regulatory bodies, enabling the seamless operation of CBDCs within the
confines of the law (Islam & In, 2023; Lee, Son, Jang, et al., 2021; Pocher & Veneris,
2021; Portu, 2022; Wilkins, 2022). Third, transparency and anonymity coexist in the
privacy landscape. Transparency assures users that their transactions are legitimate,
while anonymity empowers them to transact without fear of undue scrutiny (Alsalmi,
Ullah, & Rafique, 2023; Dashkevich, Counsell, & Destefanis, 2020; Gupta et al., 2023;
Hsieh & Brennan, 2022; Kiayias et al., 2022; Lee, Son, Park, et al., 2021; Pocher &
Veneris, 2021; Quamara & Singh, 2022; Rennie & Steele, 2021; T. Zhang & Huang,
2022). Meanwhile, traceability bridges these two facets by enabling authorized entities
to track illicit activities without infringing on the privacy of law-abiding users. Fourth,
data ownership and management (X. Zhang, 2020; Zhong et al., 2021) where individ-
uals retain control over their financial data, and the management thereof adheres to
stringent privacy principles. In the holistic realm of CBDCs design, privacy acts as the
central thread, weaving a narrative of security, regulatory compliance, performance,
transparency, anonymity, traceability, data ownership, and data management into a
financial ecosystem that empowers users while maintaining the highest standards of
integrity and trust.

3.2 Stakeholders in the design of CBDCs

To protect users’ privacy in the design of CBDCs is a task that needs a collective effort
of diverse stakeholders. The design of CBDCs extends far beyond technology, to the
essence of digital society, personal autonomy, and governmental authority. The active
participation of several key stakeholders becomes imperative. Through this Sok a set
of stakeholders are identified, as is shown in Figure 3: (1) Central Banks Customers,
customer engagement is the cornerstone of a secure, customer-centric digital currency
that builds trust and catalyses broad adoption (J. Han et al., 2021; Jin & Xia, 2022;
T. Zhang & Huang, 2022; X. Zhang, 2020); (2) financial regulators and auditing insti-
tutions, with their regulatory standards, guide the development of privacy-compliant
CBDCs (Dashkevich et al., 2020; X. Han et al., 2019; Liu et al., 2022); (3) commercial
banks and financial institutions, in charge of managing and securing sensitive financial
data (Bhaskar et al., 2022; Dupuis, Gleason, &Wang, 2022; Maruo, Yuji, Sugino, & Sei,
2023), (4) government authorities, entrusted with the formulation and enforcement of
laws, hold the keys to the legal framework within which CBDCs must operate, ensur-
ing that they protect user privacy while complying with regulations (Ngo, Nguyen,
Nguyen, Tram, & Hoang, 2023; Z. Wang, 2023; J. Zhang et al., 2021), and (5) busi-
nesses, as a specific type of CBDC user (F. Allen et al., 2022; Kshetri & Loukoianova,
2022; Xu & Jin, 2022), are not only obliged to adhere to privacy regulations but also
play a pivotal role in system implementation, their acceptance and trust in the CBDCs
are fundamental, as they can pave the way for gaining the trust of citizens. Lastly,
malicious actors, which are individuals or organizations with the intent to engage in
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illegal activities such as network blackmail, fraud, and money laundering inside the
CBDC system (Lee, Son, Park, et al., 2021; Wüst et al., 2022; Zhong et al., 2021).

Malicious Actors

Businesses

Governments

Commercial Banks/
Financial Institutions

Regulatory/Auditing Institutions

Customers/Citizens/Users

6

7

16

26

36

49

Fig. 3 Stakeholders in CBDC privacy. The most important stakeholders analyzed in the CBDCs
design are customers, followed by financial regulations or auditing institutions. The frequencies are
not mutually exclusive.

Nonetheless, there are other stakeholders that were not clearly found in the review
but should be considered to safeguard privacy. Privacy advocates and civil society
organizations acting on behalf of citizens are the guardians of civil liberties monitoring
the protection of user privacy rights; technical developers and engineers are archi-
tects who can convert privacy principles, developed by governments and regulatory
institutions, into operational designs; and academics and researchers enrich the dis-
course with their ideation and critical evaluation. Together, these stakeholders must
work to implement privacy preservation aspects within the CBDCs landscape, under
the guidance of the Central Banks that oversee the monetary national policies, shoul-
der the responsibility of balancing between financial control and individual privacy.
Their collective understanding is vital to forging a financial future where privacy is
not sacrificed but intricately involve in the functioning of digital currencies, fostering
a financial landscape that is both efficient and profoundly respectful of user privacy.

3.3 Proposal definition of privacy in the Context of CBDCs

Authors analyse existing concepts of privacy from different perspectives including
legal frameworks, transactional data, and technological vision. There is a need for a
unifying and accessible definition of privacy, one that resonates with all the previously
mentioned stakeholders. The goal is to propose a definition that seamlessly weaves
together the legal, transactional, and technological perspectives, setting a clear and
unified path forward in the design of CBDCs. This definition, while precise, shall
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remain comprehensible to all, providing a foundation upon which a privacy-by-design
approach can be built and fostering trust in the digital financial ecosystem. As shown
visually in Figure 4,

Transactional System Perspective

Privacy as the ability of the system to keep
the information of parties involved in the
transaction untraceable.

Legal & Regulatory Perspective

Privacy of personal data as the right and/or
ability of an individual to control sensitive
data that is possessed by other parties and
to keep information private.

CBDC Privacy Definition

Privacy in the context of CBDCs is the protection of personal data and financial infor-
mation fostering security and confidentiality in a digital financial ecosystem. Privacy
encompasses the right or request of CBDC end-users to control access to their transac-
tional data, maintain anonymity to a desired extent, and safeguard their digital identities
against unwarranted intrusion or illegal surveillance, while ensuring compliance with reg-
ulatory measures to strike an adequate balance between financial integrity and personal
freedom.

Technological Perspective

Privacy as the protection against unintended
disclosure of identity data and transaction
information.

Fig. 4 Proposal definition of privacy. The proposed concept aims to integrate the most important
aspects defined through the analyzed papers, in which different perspectives were identified along
with the need for a common definition.

Our proposed definition of privacy in the context of CBDCs serves as a broad
foundation, acknowledging the multifaceted nature of the subject. It emphasizes the
importance of prioritizing privacy in the design of CBDCs, recognizing that achiev-
ing this goal goes beyond creating a theoretically perfect technological model. To
develop practical and real-world CBDCs proposals, the technological perspective must
align not only with legal requirements but also with the complexities of the broader
financial system, extending far beyond the realm of central banks. Governments can
have varying priorities in CBDCs design, with some emphasizing legal requirements
that may limit technological capabilities, while others may be constrained by limited
access to high-tech solutions. The question of finding the appropriate balance between
these perspectives should be addressed by developers in the initial phases of CBDCs
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design. However, from an academic viewpoint, each of these perspectives holds equal
importance in the creation of a well-designed CBDC.

4 Privacy Enhancing Technology

There is a dominance between blockchain and cryptography as the general tools
available to designers, seen in Figure 5, where 58% imply that privacy in CBDC
development can be met by the introduction of technical methods. The level of under-
standing and detail comes in varying degrees. Three sources say nothing more than a
general sense that cryptography can be used to assist with privacy (Kesavaraj, Jakhiya,
& Bhandari, 2022; Kshetri & Loukoianova, 2022; van Oordt, 2022), while a further six
offer no more insight than mentioning ‘encryption’ (Adams, Boldrin, Ohlhausen, Ralf,
& Wagner, 2021; F. Allen et al., 2022; Jin & Xia, 2022; Maruo et al., 2023; Sethaput
& Innet, 2021; Tian, Chen, Ding, Zhu, & Zhang, 2019). This leaves a significant void
of details to help practitioners.

Secure Hardware

Digital Identity

Blockchain/DLT

Cryptography

1

3

20

30

Fig. 5 Privacy-Enhancing Technology (PET) as applied to CBDCs derived from the literature
involves traditional cryptographic methods but also a significant amount of blockchain technology
and a minority of digital identity and secure hardware. The counts are not mutually exclusive.

The specific cryptographic methods are broken down by count in the literature
in Figure 6. ZKPs dominate the discussion in privacy, followed by digital signatures
(11 count, in aggregate). The long tail shows singular mentions of specific signature
techniques along with coin mixing, and applying verifiable random functions, and
secure hardware.
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Fig. 6 Cryptographic techniques sorted by occurrence in the privacy literature in the context of
CBDCs. Zero-knowledge proofs are the most common with reference in 14 of 67 sources. Digital
signature variants are in orange and form in aggregate the next most prominent method with 11
references. The mentions are not mutually exclusive.

Given the definition in Figure 4, privacy can be simplified into layers, each of which
that can be achieved using cryptographic methods. Privacy, in the digital environment
requires: (A) protection of personal data, (B) protection of financial information, (C)
right of users to maintain anonymity, (D) right or request of CBDCs users to control
access to their transaction data, (E) ensuring compliance with regulatory measures.

All the cryptographic methods described in Figure 6 are discussed presently and
integrated with the privacy definition in a layered stack shown in Figure 7.

4.1 Encryption

The layered approach begins with the protection of data seen as Layer A in Figure 7. In
a CBDCs this is transaction data, Know Your Customer (KYC) data, and associated
metadata. Regardless of the type of data, standard encryption methods apply. Public-
key cryptosystems provide the common method used to secure data, for example, in
sending credit card information online2, or in encrypted email services. Liu et al. (2022)
suggest the central bank encrypts user KYC data with the ElGamal cryptosystem,
although this is merely standard data encryption.

The ElGamal cryptosystem (1985) is a public key cryptosystem that builds upon
the principles of Diffie-Hellman key exchange. Apart from its use as an encryption
scheme, ElGamal has been the foundation for various digital signature schemes. The
original ElGamal encryption is rarely used in practice for encrypting data (because of
its inefficiency and large ciphertexts) but remains influential in the field of cryptog-
raphy. ElGamal has a probabilistic element from random number inputs that makes

2The most well-known is RSA encryption (Rivest, Shamir, & Adleman, 1978) which allows for encryption
and digital signatures by the asymmetric key-pair. In practice RSA is used to establish a session key which
then is used for data transfer via AES or similar.
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it semantically secure, meaning that even if the same plaintext is encrypted multi-
ple times with the same public key, the resulting ciphertexts will appear random and
unrelated, making it difficult for an attacker to gain insights into the plaintext based
on ciphertext patterns alone. Kiayias et al. (2022) propose a private and regulated
CBDC with threshold ElGamal encryption. Their scheme also involves Blind signa-
tures (Section 4.2.4) and ZKPs (Section 4.6). Additionally, Chu et al. (2022) suggest
ElGamal can ensure user privacy in offline e-cash.

Standard encryption can digitally protect user data, Layer A, but to protect trans-
action data, Layer B, additional functionality is required. A transaction is an exchange
of information between two parties, which if we reduce to two people, Alice and Bob,
can be stated as: Alice sends Bob 1 coin. In this transaction, it doesn’t help for Alice
to encrypt her coin, as Bob has no assurance that the encrypted object is indeed now
his coin. Additionally, were Alice to share her key so Bob can decrypt the object, then
Alice has compromised her own security. Both parties need to have access to, or to
“see”, the transaction to agree on the details. Digital signatures solve this problem.

Layer Tools

(A) protection of
personal data (Alice
only)

Standard Encryption: RSA, EC, ElGamal

(B) protection of
transaction data (Alice
+ Bob)

Standard Digital Signatures: ECDSA, RSA

(C) right of users to
maintain anonymity

Blind Ring Schnorr ZKP HE PC MPC Mixing

(D) right or request to
control access to
transaction data

ZKP HE

(E) ensuring
compliance with
regulatory measures

BBS+ HE PC PP

Fig. 7 The PET cryptographic stack integrated with layers of the definition in of privacy in Figure 4.
Begin at Layer A with standard encryption and add layers to meet the design requirements of the
CBDC.

4.2 Digital Signatures

First proposed by Rivest, Shamir, and Adleman (RSA) (1978), Digital signatures
prove the authenticity and integrity of a message. A signer uses their private key to
sign a message. Anyone with the corresponding public key can verify that the message
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was signed by the holder of the private key and that the message has not been tam-
pered with. The message data in this case is transaction data, where every transaction
requires a signature. For Alice to give Bob 1 coin, she signs the transaction with her
private key, which can then be verified by Bob using Alice’s public key. (Alice has not
had to reveal her private key.) Elliptic Curve Digital Signature Algorithm (ECDSA)
is a commonly applied digital signature method seen in Bitcoin and Ethereum, while
RSA signatures are common in web browsing.

In the absence of digital signatures, online trust is fundamentally compromised.
This is no different for a CBDC. Systems eschewing digital signatures typically resort
to analogue counterparts, like signed checks, or verbal tests. In this manner, digital
signatures can be a proxy for identity, where a mobile phone can handle transaction
signing.

Myriad variations in signatures provide different properties that can add privacy
to the components to bolster Layer C in Figure 7: the right of users to maintain
anonymity.

4.2.1 Ring Signatures

The key feature of ring signatures is that they allow a signer to create a signature
on behalf of a ring of potential signers without revealing exactly who the signer is
(Rivest, Shamir, & Tauman, 2001). This ring is a set of public keys, and any holder of
the corresponding private key to one of those public keys can create a ring signature.
The signer doesn’t need to collaborate or obtain permission from the other members
of the ring (or the signer’s own keys). This provides signer ambiguity. It’s like a group
signature (Chaum & van Heyst, 1991) but without any centralized group setup3. This
allows the sender of a transaction to hide in a crowd and is used in Monero transactions.
(Lee, Son, Park, et al., 2021; Pocher & Veneris, 2021; Sanka et al., 2021) mention ring
signatures in the CBDCs context. These transactions aren’t anonymous as the ring
is identifiable, however, they provide a layer of privacy to transacting above regular
signatures by unlinking the sender.

4.2.2 Schnorr Signatures

Schnorr signatures (Schnorr, 1991) are a simple and efficient elliptic curve signature
scheme. Unlike ECDSA, which requires a unique random number for each signa-
ture (risking key exposure if repeated), Schnorr signatures inherently avoid this risk
and provide a linear structure allowing for multiple signatures. Their linearity makes
them particularly attractive for complex cryptographic protocols and reduces the size
of multi-sig transactions. Batch verification also improves efficiency. Privacy can be
improved by the key combination properties, for example, participants can combine
public keys into a single key which appears as such to the verifier. Bitcoin improve-
ment proposal 340 is to introduce Schnorr signatures for Bitcoin4. Liu et al. (2022)
have an anonymous and traceable CBDC operating in three tiers similar to traditional

3In a standard group signature scheme there is a group manager that handles the group public key and
oversees revocation in case of malicious activity.

4https://github.com/bitcoin/bips/blob/master/bip-0340.mediawiki
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banking: CBs, commercial banks, and users. Coin creation by the CB is secured with
BBS+ (Section 4.2.3) and Schnorr signatures.

Should a member of a group be malicious, it would be beneficial for the group man-
ager or otherwise to be able to revoke their privileges while maintaining the integrity
of the remaining group members.

4.2.3 BBS+ Signatures

BBS+5 signatures (Boneh, Boyen, & Shacham, 2004) are a type of group signature
scheme with the feature of being able to reveal the identity of the signer if necessary
(through a designated entity or group manager). This allows for accountability while
preserving privacy. BBS+ might be more apt than ring signatures for systems where
conditional anonymity is a requirement, such as a central banking authority subject
to legal requirements. BBS+ signatures are proposed for the creation of CBDC coins
(Liu et al., 2022). Thus, the group manager (CB) can, when required, reveal infor-
mation. They are especially known for their use in anonymous credential systems
to prove membership without revealing identity (Decentralized Identity Foundation,
2023). Layer E in Figure 7 is ensuring compliance with regulatory measures and is
applicable to BBS+ methods.

4.2.4 Blind Signatures

To make the transition to digital cash, the link needs to be broken between the issu-
ing authority (the CB) and the user. This function can be accomplished with blind
signatures. Blind signatures differ from BBS+ by ensuring the signer’s ignorance of
transaction content, key for digital cash systems to issue currency while maintaining
user privacy and preventing double spending.

Blind signatures (Chaum, 1983) allow a signer to sign a message without viewing
its content, ensuring the signer remains ignorant of the message while still vouching for
its authenticity. A bank can use blind signatures to sign electronic tokens representing
currency units without seeing the actual token’s details. When a user spends the digital
cash, the bank can’t link the withdrawal of the token to its subsequent spending,
ensuring user privacy similar to physical cash. They can be used in certain protocols to
ensure privacy or in off-chain solutions where transaction details need to be obscured
from certain participants. Blind signatures are applicable in the context of CBDCs
(Ballaschk & Paulick, 2021; Chu et al., 2022; Kiayias et al., 2022; Lee, Son, Park, et
al., 2021), and seem promising, however, the main drawback is that the user can’t
audit the message they are signing. This drawback can be analogised by signing the
outside of a sealed envelope attesting it was in your possession, however, you didn’t
open and read it.

The scheme in Kiayias et al. (2022) uses blind signatures to protect user privacy.
This method preserves anonymity and security. The maintainers know they have signed
a valid transaction or account snapshot, but they don’t know the specific details of
what they signed. The user, on the other hand, ends up with a legitimately signed
document without exposing sensitive transaction details to each individual maintainer.

5Named after the authors: Boneh, Boyen, and Shacham.
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Chu et al. (2022) highlights blind signatures use in offline transaction capability such
as with smart cards.

4.2.5 Verifiable Random Function

Lastly, a Verifiable Random Function (VRF) can serve as a proxy for a DS. Both
VRFs and digital signatures involve the use of private keys to produce some output (a
signature or a random value) and the use of corresponding public keys to verify that
output. The VRF produces a random output from a given input in a deterministic
manner, where the output can be verified with a proof by anyone holding the corre-
sponding public key. A user with a private key can compute a random value from an
input using the VRF. They also produce a proof. Anyone with the public key can then
verify, using the proof, that the random value was generated correctly without know-
ing the private key. A VRF can be seen as a special type of signature scheme where
the ‘signature’ is a random value that is deterministically derived from an input and
can be verified with a proof.

Lee, Son, Park, et al. (2021) mentions Groth signatures6 and VRFs as part of a
method to overcome the trusted setup assumption present with SNARKs (Section 4.6)
although this is in the context of permissioned blockchain and not CBDCs (Androulaki
et al., 2020).

4.3 Multi-Party Computation

Multi-Party Computation (MPC) and commitment schemes such as Pedersen Com-
mitments (PC) (Section 4.4) both deal with hiding information in some form. MPC,
based on secure two-party computation (Yao, 1982), is designed to compute functions
over secret data without revealing the data. Multiple parties can come together, each
bringing their inputs, then MPC can compute a result, and the individual parties
are not privy to each other’s data. This ensures data privacy, even when collaborat-
ing on computations (Layer C in Figure 7). One of the primary applications of MPC
in cryptocurrencies is for secure wallet generation and key management. Traditional
single-key wallets face risks if the key is lost or stolen. Using MPC, a private key can
be split into multiple shares distributed among various parties. To sign a transaction,
a threshold number of these shares are required. This approach adds a layer of secu-
rity, making it harder for attackers to compromise a wallet since they would need to
gain access to multiple key shares. A version of this has been implemented in a CBDC
construction on Cosmos (J. Han et al., 2021). MPC is similar to Homomorphic Encryp-
tion (HE) (Section 4.5) but under different contexts: MPC require multiple parties
to interact and be collaborative, whereas HE focusses on calculations of encrypted
data. For transfers of digital currency, MPC can be applied to obfuscate details like
the transaction amount while still allowing for network validation. Monero calls these
confidential transactions. Transaction aggregation is a similar technique that can ben-
efit for MPC, given all parties agree to the aggregation. Lee, Son, Park, et al. (2021)
applies MPC to protect privacy during real-time gross settlement between banks.

6Groth signatures (Groth, 2010) used as part of ZK proving, provide a way to produce short signatures
and are particularly efficient in terms of verification.
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4.4 Pedersen Commitments

A different way of aggregation is found in Mimble Wimble which applies PC to com-
bine transactions into a single larger transaction so that an observer cannot determine
the link between sender and recipient7. Pedersen commitments (Pedersen, 1991) pro-
vide a secure mechanism for committing to a message by encapsulating it within a
cryptographic envelope. This approach ensures the confidentiality of the original mes-
sage, safeguarding it from disclosure until the committing party opts to unveil it. The
robustness of this technique stems from its binding property, which guarantees that
once a message has been committed, any attempt to alter it will be computation-
ally detectable, thereby preserving the integrity of the commitment. Y.R. Wang et al.
(2022) apply a Pedersen commitment to allow for auditability of commercial banks by
the central bank.

PCs are additively homomorphic meaning that the commitments can be added
together without knowing the individual components which is applicable to preserving
transaction information. They are also applied in ZKP scenarios to enable transactions
that are both private and verifiable. The commitment allows a user to prove that they
have knowledge of a value (like a secret key or transaction amount) without revealing
the value itself. PCs are used to create transactions where the sender and receiver know
the transaction details, but to the rest of the network, these details remain private
(Pocher & Veneris, 2021). More broadly they can be used to commit knowledge of a
vote, or value of an asset without revealing the vote recipient or amount of value.

Androulaki et al. (2020) propose an auditable anonymous token management sys-
tem that uses Pedersen commitments to conceal UTXOs in a permissioned blockchain.
Project Khokha from the South African Reserve Bank (South Aftrican Reserve Bank,
2018) applies Pedersen commitments and range proofs for transaction privacy in a
permissioned instance of Quorum (Opare & Kim, 2020). Both these projects highlight
the applicability of Layer E in Figure 7 to ensuring compliance with regulation.

4.5 Homomorphic Encryption

Homomorphic encryption (Gentry, 2009) is a form of encryption that allows computa-
tions on ciphertexts, which, when decrypted, matches the result of the operations as if
they were performed on the plaintext. Essentially, it lets you work with encrypted data
without decrypting it first. The primary allure of HE is in secure data analysis. It allows
for private computations in the cloud where the cloud server doesn’t know the actual
data it’s computing on. Applications include encrypted search, privacy-preserving
medical research, and secure voting systems. Fully Homomorphic Encryption could
enable a system where transaction details are encrypted, yet computations (like verify-
ing the transaction’s authenticity or ensuring there are sufficient funds) can be carried
out on these encrypted transactions. This means the transaction can be validated with-
out the verifying entity ever seeing the transaction’s specifics or the identities of the
involved parties (Layer C in Figure 7). Personal privacy can be preserved when cen-
tral banks or other regulatory entities analyze transaction trends for monetary policy
or anti-fraud measures without directly accessing the personal details of the involved

7Monero and Zcash also apply Pedersen commitments.
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parties. The downside is computational overhead making large volumes of data anal-
ysis impractical. Lee, Son, Park, et al. (2021) talk of HE for private calculations such
that transaction amounts can be obscured while still adhering to transaction input
and output balancing. Similar HE use is seen in Q. Wang, Qin, Hu, and Xiao (2020)’s
framework for transaction privacy in Bitcoin.

To enhance user privacy while monitoring for illicit activities, the Australian
Transaction Reports and Analysis Centre (AUSTRAC) collaborated with participants
from the Fintel Alliance, a public-private initiative it founded, to create advanced
data-matching and machine-learning tools aimed at detecting anomalous behaviour.
Utilizing HE, these tools can analyse and process machine-learning data while it
remains in an encrypted state, thus preserving confidentiality (Rennie & Steele, 2021)
and fitting into Layer E in Figure 7.

4.6 Zero-Knowledge Proofs

The mostly widely occuring PET is ZKPs (Kiayias et al., 2022; Lee, Son, Jang, et
al., 2021; Lee, Son, Park, et al., 2021; Liu et al., 2022; Opare & Kim, 2020; Pocher &
Veneris, 2021; Sanka et al., 2021; Scollan & Darling, 2023; Sethaput & Innet, 2021;
Takaragi, Kubota, Wohlgemuth, Umezawa, & Koyanagi, 2023; Tronnier, 2021; Tron-
nier et al., 2022; Wüst et al., 2022; Zhong et al., 2021). The fundamental idea behind
ZKPs is that one party (the prover) can prove to another party (the verifier) that
a statement is true, without revealing any specific information about the statement
itself (Goldwasser, Micali, & Rackoff, 1989). Zero-knowledge Succinct Non-Interactive
ARguments of Knowledge (zk-SNARKS) (Ben-Sasson, Chiesa, Tromer, & Virza, 2003)
were developed as a way to create ZK proofs that are both succinct (short in size) and
non-interactive (requiring only a single message from the prover to the verifier).

A SNARK by itself achieves a proof of computation but without extra privacy
– both parties know what’s being proved. By adding in a ZK component, you can
have proof of computation without knowledge of what it was to be proved. A classic
example involves a sudoku puzzle where the prover shows the verifier a completed
puzzle, then the verifier can easily check the solution and both parties are aware of
what is being verified (Berentsen, Lenzi, & Nyffenegger, 2023). To add privacy, the
verifier can verify the solution without having access to the particular puzzle answer.

They also require a trusted setup which introduces a vulnerability in the deriva-
tion of the underlying parameters. The use of SNARKS in cryptocurrencies (Pocher &
Veneris, 2021; Sanka et al., 2021) is most well known for being implemented in Zcash.
zk-SNARKs enable Zcash to maintain a secure ledger of balances without revealing
the amounts or parties involved in transactions. This allows transactions to be veri-
fied without revealing any of the transaction details, offering a high level of privacy
to its users. Gross, Sedlmeir, Babel, Bechtel, and Schellinger (2022) propose private
transactions for a CBDCs within set limits by applying SNARKs, in a similar manner
to Zcash. Within the privacy definition zero knowledge sits at Layer C allowing users
the technology to maintain anonymity.

Zero-Knowledge Scalable Transparent ARguments of Knowledge (zk-STARKS)
(Ben-Sasson, Bentov, Horesh, & Riabzev, 2018), were developed as an alternative to
zk-SNARKs, aiming to overcome some of their limitations, especially the need for a
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trusted setup. They are believed to offer resistance against quantum computer attacks.
They are designed to be scalable with the complexity of the statements being proven.
The downside is larger size than zk-SNARK proofs, but advancements are continu-
ously made to reduce their size and improve efficiency. No surveys in the literature
review mention STARKS, however, Starknet8 is a layer 2 Ethereum rollup protocol
that could act as infrastructure to support development of digital currencies.

5 Privacy-adjacent Techniques

Two techniques come from the blockchain era that are not traditional PETs, but
closely related to design and implementation elements that can enhance privacy: the
UTXO and account based models, and coin mixing. Subsequently, two remaining topics
are related: secure hardware and digital identity.

5.1 UTXO & Account Models

An Unconfirmed Transaction Output (UTXO) model treats a transaction as composed
of inputs and outputs. Should the input be 10 coins to purchase services valued at 9
coins, two outputs are created: 9 coins to the merchant and 1 coin change to the payer.
This model is advantageous for auditability, scalability, and security, but requires fresh
addresses to improve privacy by removing the implicit user-address link. This contrasts
with an account model that tracks a balance and a token model that allows for asset
transfer in addition to native currency transactions.

Islam and In (2023) design a UTXO model in the context of a permissioned
blockchain. To overcome the privacy need for dynamic address use they employ a
centralised certificate authority (the CB) to manage IDs and their links to wallet
addresses. Repeated use of the same address can lead to de-anonymisation, so Pocher
and Veneris (2021) use hierarchical deterministic wallet structures (a different address
for each transaction) preventing the easy association of public addresses with indi-
vidual users. J. Zhang et al. (2021) propose a CBDC via a hybrid scheme to use an
account model for basic transactions and a UTXO model for assets other than the
native currency. This hybrid model is conceived to improve efficiency when considering
a large number of transactions9 in a permissioned blockchain. Also in a permissioned
blockchain, Islam and In (2023) design a UTXO model with dynamic address man-
agement through a centralised certificate authority (the CB) to manage the ID–wallet
links.

5.2 Mixing

Mixing is related to the idea of privacy pools which hide transactions in a crowd by
obfuscating their links in a public ledger. This is susceptible to tainting if a known mali-
cious transaction is in the set. Using zero-knowledge, Buterin, Illum, Nadler, Schär,
and Soleimani (2023) suggest an inverse protocol via Privacy Pools (PP), allowing

8https://www.starknet.io/
9According to data from the China National Network Clearing Corporation, the number of online trans-

actions from January 24 to 30 during the Spring Festival holiday in 2020 is 4.919 billion (J. Zhang et al.,
2021).
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users to disassociate from a transaction set that has been tainted by publishing a
proof that their transaction did not originate from an identified source. Centralised
mixing presents a trusted source that has access to the input transaction information,
this may be beneficial for auditing purposes (Pocher & Veneris, 2021), while decen-
tralised mixing, such as Tornado Cash, does not allow for straight-forward auditing.
Tornado Cash is a non-custodial privacy solution on Ethereum that breaks the on-
chain link between source and destination addresses using zk-SNARKs. Samourai, a
Bitcoin wallet, has a feature called Whirlpool, that provides transaction mixing via
CoinJoin to combine multiple transaction inputs into a single transaction. By doing
this, it becomes significantly more difficult to determine which inputs correspond to
which outputs.

5.3 Secure Hardware

Secure hardware refers to specially hardened computing infrastructure. Hardening can
occur at the processor level in the form of a trusted execution environment (TEE)
which is a separate enclave not accessible to other parts of the processor and comput-
ing stack, or as a separate module entirely combined of trusted software, firmware,
and a chip (S. Allen et al., 2020). The TEE is more common, with smartphones capa-
ble of supporting them, for example, Samsung’s KNOX. Standalone modules include
hardware wallets for cryptocurrency storage, and smart cards that can use NFC and
RFID technology, similar to debit cards (Veneris, Park, Long, & Puri, 2021). Both
TEEs and modules can be part of a CBDC design.

A TEE can be leveraged by sending and receiving encrypted transaction data to
the server, which can then compute expensive cryptographic operations, removing the
computation burden on a mobile device. Depending on the cryptographic operations,
user privacy can be enhanced (S. Allen et al., 2020).

A secure cash card or NFC based system can allow for offline payments (Lee, Son,
Park, et al., 2021) without contacting the bank. The bank originally issues the digital
tokens which can be loaded into a secure card or mobile wallet. This yields cash-like
privacy for the users and the benefit of transacting in rural areas, or as tourists outside
local jurisdictions (Veneris et al., 2021).

5.4 Digital Identity

Digital identity is closely tied to digital methods of financial participation. Cryptocur-
rencies like bitcoin and ether10 are pseudonymous meaning that identity can be linked
via transaction metadata analysis. De-anonymisation of financial activity leading to
someone’s past history is irreversible and have downstream social effects. Although
this review focuses on CBDCs, there is scope for discussion in the identity space.

Portu (2022) suggest that in order to transact, a payee need only verify their per-
sonhood. Once they are identified, the necessary balance requirements can be verified,
but that can be done after ID verification. The authors further suggest that NFTs can
be the basis for a payee’s digital identity. The proposed system is only pseudonymous
in nature as publicly readable transactions are at risk of de-anonymization. Takaragi

10A style note: coins are lowercase, and networks like Bitcoin and Zcash are capitalised.
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et al. (2023) propose a system to apply a delegatable anonymous credential (DAC)
via Pedersen commitments and ZK to national ID cards. Their system allows a user
to prove they have valid credentials without revealing the private information behind
them. Scollan and Darling (2023) suggest decentralised identity (DID) to manage a
user’s privacy disclosure where and when appropriate as a middle ground between
total user anonymity and state surveillance.

6 Discussion

CBDCs may have arrived in the blockchain era, but do not necessarily use a blockchain
or require blockchain technology. It’s the digital cash nature of cryptocurrency that
lends itself to the idea that CBDCs are a blockchain application as shown in Figure 5.
Research that mentions blockchain in the context of privacy often presents a tenuous
link and ignores regulatory requirements, or suggests strong anonymity via ZKPs, or
addresses the pseudonymous nature of public blockchains by introducing a private
consortium. There is no clear implementation to meet the requirements of both CBs
and citizens. For an overview of blockchain and CBDCs see Dashkevich et al. (2020).

Despite significant research worldwide by CBs, there has been limited success intro-
ducing a CBDC to the market. Nigerian’s CBDC the eNaira has seen limited uptake as
Nigerians have very low trust in their Government monetary system and there is high
competition among mobile money operators (Ree, 2023). Other nations have cancelled
their plans such as Denmark’s e-krone11, stating that a CBDC would not improve the
financial infrastructure and be in competition with their commercial banks. Kenya’s
central bank has also halted research concluding there is no need to launch a CBDC
but will monitor the landscape12.

Perhaps these offerings suffer from being too early to the market without enough
time for public opinion to sway in favour. Either way there are few well-architected
solutions for developers to learn from and build upon. Cryptographic methods are
recognised as integral to privacy (Figure 5), with myriad options for enhancing user’s
right to maintain anonymity (Layer C in Figure 7), however, proving difficult to find in
practice. The difficulty comes from allowing a balance between privacy and auditabil-
ity. Contrasting with Layer C, there are few options to assist auditors adhering to
compliance in Layer D. For full constructions we find only Platypus (Wüst et al., 2022)
that preserves privacy in a centralised manner, and PEReDi (Kiayias et al., 2022), a
privacy preserving and regulated construction that is distributed and robust against
single points of failure. Liu et al. (2022) propose an anonymous and traceable CBDC,
but anonymity is only guaranteed between the CB and the commercial bank. A lone
DLT construction is found in Cos-CBDC (J. Han et al., 2021) that is prototyped using
the Cosmos-SDK and claims privacy preserving properties. Given the importance of
citizen rights and their opinions of financial privacy stated in the introduction, these
solutions should be explored further.

11https://cbdctracker.org/currency/denmark-e-kroner
12https://cbdctracker.org/currency/kenya
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7 Conclusion

The SoK provides an overview of the concept of privacy in the context of CBDCs. By
combining technological, legal, and transactional perspectives tailored to CBDCs, a
novel definition of privacy is introduced. Privacy is defined as the protection of personal
data and financial information to foster security and confidence in a digital financial
ecosystem; it encompasses the right or request of CBDC end-users to control access
to their transactional data, maintain anonymity to a desired extent, and safeguard
their digital identities against unwarranted intrusion or illegal surveillance; all while
ensuring compliance with regulatory measures to strike an adequate balance between
financial integrity and personal freedom.

An overview of the relevant technologies and methods applicable for enhancing pri-
vacy in CBDC design is provided that can be leveraged to highlight strengths, such as
the variety of options available to help citizens maintain their financial anonymity, and
weaknesses, such as the lack of complete implementations to draw from. By examining
the cryptographic landscape, this research paves the way for the effective implemen-
tation of PETs in CBDCs as researched by academics, tested and built by industry,
and legislated by regulators. Contributing to the broader discussion on digital cur-
rency, security, privacy standards, and the balance needed between central banks and
citizen stakeholders is paramount in the age of digital finance including Central Bank
Digital Currencies.
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